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1. General Information

The ASUS Standalone Media Terminal Adapter (SMTA) is a voice-over-IP (VolP) gateway with 10/100
Ethernet, router and firewall all in one compact hardware and firmware platform.

1.1 SMTA Front Panel
o~
A 4
ey | || || Gor||
e
LED Description
ON SMTA is powered
Power OFF SMTA is not powered
ON WAN port is connected to a device, such as a cable modem
WAN i
OFF No connection
ON PC is connected to LAN port
LAN OFF No connection
Blinking SMTA is sending / receiving data via LAN
Lined ON Line1 is off-hook
OFF Line1 is on-hook
. ON Line2 is off-hook
Line2 OFF Line2 is on-hook
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12 SMTA Back Panel

Your SMTA provides two Ethernet interfaces (WAN and LAN) as well as two voice interfaces that

allow you to connect direc

tly to telephones, fax machines, etc.

L AL A

O ()
RESET
WAN LAN LINEZ  LINE1 129DC
-
Port Description

WAN FastEthernet Port, RJ-45 connects the unit to an Ethernet WAN
WAN .

device such as a cable modem or ADSL router.

LAN FastEthernet Port, RJ-45 connects the unit to an Ethernet device
LAN ,

such as a PC or a switch.
LINE2 .

RJ-11 telephone ports connect telephone wiring to telephones or fax
LINE{ machines.

e Short Reset—resets device with current startup configuration.
RESET Press and hold the reset button for 1 second and then release.
e Long Reset—resets device to factory default configuration.
Press the reset button for 6 seconds or more and then release.
POWER Connects to a 12VDC AC power adapter.
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2.

SMTA Installation

2.1

22

Safety Instructions

« Before installation, it is important that you read the following.

e Place your SMTA on a flat surface close to the cables in a location with sufficient
ventilation.

e To prevent overheating, do not obstruct the ventilation openings of this equipment.

e Plug this equipment into a surge protector to reduce the risk of damage from
power surges and lightning strikes.

e Operate this equipment only from an electrical outlet with the correct power
source as indicated on the adapter.

e Do not open the cover of this equipment. Opening the cover will void any
warranties on the equipment.

e Unplug equipment first before cleaning. A damp cloth can be used to clean the
equipment. Do not use liquid / aerosol cleaners or magnetic / static cleaning
devices.

Installing the SMTA

Connect all the cables from the SMTA to the appropriate outlet.

The SMTA comes with two /ine ports. Install the cables as follows—

1. Connect an RJ-11 cable between the port labeled LINE1 on the SMTA and the
telephone or fax machine.

2. If you will be using the second port, connect another RJ-11 connector between the
port labeled LINE2 on the SMTA and the second telephone or fax machine.

The SMTA also has two 10/100Base-T auto MDI/MDIX ports for LAN and WAN. Any of the
ports can be connected to a host or hub/switch with an RJ-45 cable. Install the cables as
follows—

1. Connect the WAN port to the subscriber port of your DSL or cable.

2. Connect the LAN port to the Ethernet port of your network device (PC, notebook,
switches, etc.).

Lastly, connect the power supply to your SMTA.
1. Insert the barrel-type connector end of the AC power adapter into the 12VDC port.

NOTE: The AC power adapter will automatically adjust to accept an input voltage from 100
to 240VAC (50/60 Hz).

2. Plug the AC power adapter into an appropriate power outlet.
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The below diagram illustrates the connections for your SMTA.

2]

Connect the WAN port
on your SMTA to an
ADSL or cable modem

uzing an RJ-45 cable. @
|

(3]

Connect the LAN port of
your SMTA to the
Ethernet port of your PC
or to a hub | switch in
your local network using
an RJ-45 cable.

e Connect the power
receptacle to the 12¥VDC

AC power adapter and
plug the adapter into a
power outlet.

Connect the LINE1 and LINE2
ports to your telephone or fax
machine using an RJ-11 cable.
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3. Quick Start

This section contains instructions that will allow you to quickly configure and run the Standalone
Media Terminal Adapter (SMTA) so your PC can access the public Internet using your chosen Internet
Service Provider (ISP).

31 Required Information
To configure the SMTA, you will need the following information, typically provided by your ISP:

1. If your ISP does NOT use DHCP (dynamically assigned IP addresses), you will need the
following:
e The static IP address or PPPoE account assigned to your PC by your ISP
e The subnet mask used by your ISP
e The IP address of the default gateway
e The IP addresses of the primary and secondary DNS servers

2. Some ISPs MAY require the following information:
e The MAC address of the PC that is registered with your ISP
e The host name of the PC that is registered with your ISP
e The domain name used by your ISP

32 Accessing the SMTA

The default IP address of the SMTA is 192.168.15.1. To access the configuration web pages, follow
the below steps:

1. Obtain an IP address from the built-in DHCP server for the PC you are using to connect the
SMTA

2. Launch your web browser (Internet Explorer or Netscape)

3. Enter the URL http://192.168.15.1 in the address bar

An authentication window like the one below will be displayed after you connect to the user interface.
To log in, enter either “admin” or “user” in both the user name and user password fields. Then click on
the Login button. Using the “admin” login will give you certain accesses that are not available when
using the “user” user name and password combination.
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Heart of Technology

BroadBand

Login Authentication
This page allows user login SMTA,

User Narne
User Passward

Lagin |

005 &ASUSTe MPUTER INC, &ll rights reserved,

33 Basic Setup

After logging in, a status page with information on the current system will be displayed.

@: Heart of Technology

BroadBand Advanced Firewall

Information

This page displays information on the current system,

WoIP Gateway
1100(AVGE002 REYV:2.25)
3.5.1{C0.0.6.0)

Mar 23 2005,15:38:28
Thu Mar 24 01:52:22 2005
00:10:18:0E:AD:83

DHCP Clignt

10.7.1.204

on-line

34 Setup

The Setup page allows you to configure WAN settings (only the LAN IP Address shows LAN-related
information). A WAN connection type must be selected based on the connection that your ISP uses.
As seen in the illustration below, you will need to select from either DHCP client, static IP, or PPPoE
from the list of WAN connection types.
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Heart of Technology Logout

BroadBand Status B Advanced Firewall Voice

HF

Setup

This page allows configuration of the basic features of the broadband gateway related to your ISP's
Time connection.
Download
Management MNetwork Configuration

LeN 1P Address [0z ] [tee ] [15_].
DODMNS MAC Address 00:10:18:DE:AD:05
{ wan Connection Type & DHCF dlient ¢ Static IP ¢ PPPoE |
MTU [1500 |

FPPOE Username [ |

Password

Enable PPPOE Keep-alive Cves & No

Keep alive Period (seconds)

WaN IR Address T T ]

MAC Address 00:10:18:DE:AD:03
Duration D: -- H: -- M: - S —-
Expires ey Y

DNS Server Address
Rengw DHCP Lease |

Host Mame I:l(Required by some ISPs)
Static IP Address o ol ] ]
Static IP Mask o 1o _Jbo_ 1o ]
Default Gateway E D D D
Primary DMS (static IP only) El El El El
Secondary DNS {static IP only) El El El El
PR ING: Spoofed MAC Address

Apply| Reset Values |

341 If Using DHCP Client WAN Connection Type

If your ISP uses DHCP, just click on the DHCP radio button and click on the Apply button. If you
already configured your WAN connection type to DHCP client and you just want to renew your DHCP
lease, then click on the Renew DHCP Lease button.

342 If Using a Static IP WAN Connection Type

If your ISP uses static IP connection, then you will only need to update the boxed section as illustrated
below.

o Host Name—optional, required by some ISPs
e Static IP Address ]
e Static IP Mask

Enter the information as indicated in Section 1.1
o Default Gateway [| Required Information.

e Primary DNS
e Secondary DNS
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¢ Spoofed MAC Address—enter a unicast MAC address in this field. Your ISP may
require this to be your PC’s MAC address. If not, you can simply supply the
WAN side MAC address of the router as your CPE and leave the spoofed
MAC address entry set to all 0’s since there will be no spoofing required.

Upon completion of these fields, click on the Apply button to reset the SMTA to
your settings.

Heart of Technology

BroadBand Status

im

Setup

DHCP

Time
Download
Management

DOMNS

PUTER INC.

Basic Advanced Firewall Yoice

Network Configuration

LAM 1P Address [192].[t68 .[15 ]
MAC Address 00:10:18:DE:AD:05
WAN Connection Type " DHCP client f" PPPOE
MTU [1500 |
PPPOE Username | |
Password | |
Enable PPPOE Keep-alive Cvas & N

Keep Alive Period (seconds) |30

WaN TP Address A
MaC Address 00:10:18:DE:AD:D3

Duration D:—-H:--M:--S: --
Expires SR T

OMS Server Address
Renew DHCP Lease |

-

rHDSt Marme (Required by some I15Ps)
Static IP Address El El El El

Static IP Mask b o o} ]

Default Gateway El El El El

Primary DMS {static IP only) El El El El

Secondary DNS (static IP anly) El El El El

kSpoofed MAC Address : : ' :

Apply | Reset Values

343 If using a PPPoE Connection Type

If your ISP uses a PPPoE connection, you will only need to update the fields as indicated in the box

below.

PobN=

Enter PPPoE username and password.

Select ‘yes’ if you want to enable the PPPoE KeepAlive function.

If you select ‘yes’, then enter the KeepAlive Period in seconds.
When finished, click on the Apply button at the bottom of the screen.
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E—': Heart of Technology

BroadBand Status Basic Advanced Firewall Yoice
MNetwaork Configuration
LAN 1P Address (192|168 ].[15_]
MAC Address 00:10:18:DE:AD:05
WAN Connection Type " DHCP dlient © Static IP {* PPPOE
MTU 1492
Time PPPCE Username
Password |
load Enable PPPOE Keep-alive Cves @ No
Wisnagement Keep Alive Period (seconds) (20
WAN 1P Address
MAC Address 00:10:18:DE:AD:03
Duration D: -- H: -- M: -- §; --
Expires e e M

DNS Server Addrass
Renew DHCP Lease |

Host Mame |:|(Required by some ISPs)
Static [P Address El El El El

Static IP Mask I O Y O

Default Gateway El El El El

Primary OWS (static IP only) El El El El

Secondary DNS (static IP anly) El El El El

Spoofed MAC Addrass

Apply' Reset Values |

At this point, the SMTA is configured for basic use using the suitable settings. Before you can access
the Internet, the following must be done.

1. Power up the SMTA and wait for it to register with the ISP and obtain an Internet-routable IP
address.

2. Obtain an IP lease from the internal DHCP server for each PC attached to the LAN side of the
SMTA.

NOTE: Communication on the LAN will work regardiess of whether the WAN connection is up. However, you will
not be able to access the Internet until the WAN connection is enabled and has an IP address.
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35 Configure the DHCP Server

The configuration of the DHCP server can also be modified. This can be done from the DHCP page in
the Basic menu as shown below.

Heart of Technology Logout

BroadBand Status Advanced Firewall

Setup

* Time This page allows you to configure the optional internal DHCP server for the LAMN,

Management

DHCP Server @ yvas O No
DONS Domain Mame [ lrequired by some 15Ps)
Backup Settings Starting Local Address 192.168.15.
SHMP Number of CPEs
Lease Time
Apply |
DHCP Clients

MAC Address [IP Address __[Subnet Mask _|Duration ____[Expires ___________[Select

000d884a1340 192,168.015.088 255,255.255.000 Di-- Hi-- M:-- 5i-- *** STATIC IP ADDRESS **

Current System Time: Thu Mar 24 02:32:45 2005

Force Available |

If you have your own DHCP server servicing the LAN side, you can disable the internal DHCP server
by selecting the ‘no’ radio button. If you do this, make sure the LAN IP address of the SMTA is on the
same subnet as the external DHCP server (the subnet mask is always 255.255.255.0), or you will not
be able to access the SMTA from the LAN. The IP address of the SMTA can be set from the Basic
Setup page.

You can also set the starting IP address for IP leases available to the LAN, and change the number of
PCs supported on the LAN.

36 Configure System Current Time

Your SMTA uses SNTP (Simple Network Time Protocol) to retrieve accurate system time for the
device. This page will display both the current system time and system up time. After modifying the
configuration of this page, you need to restart the STMA for the changes to take effect.
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Heart of Technology

i.BJ."Oaﬁ"li'lc?l'?d' Status Advanced

Setup

Firewall

Basic

This page allows you to configure the system time obtained from network servers via Simple Netwaork Time
Protocol,

Enable SMTP ®yves Mo

Current Time Thu Mar 24 02:33:58 2005
System Start Time \Wed Mar 23 07:38:57 2005

Time Server 1 [clock via.net |
Time Server 2 |ntp.nasa.g0v |
Time Server 3 [fick ucla.edu |
Time Zone | (GMT) Greemwich hean Time: Dublin, Edinburgh =

Apply | Reset |

To reflect configurations changed, you must reboot system!

¢ Enable SNTP-—select ‘yes’ to turn on the feature of automatically retrieving system
time.

e Current Time—this is the system’s current time
o System Start Time—this is the system up time

o Time Server [1-3]-these are time servers that the system will synchronize with,
starting with Time Server 1. The system will try the next timer server if the first
one is down, and so on.

NOTE: Time Server 1-3 will display pre-set time servers that may be changed depending
on your preferences.

¢ Time Zone—select the time zone of your location

3.7 Upgrade Firmware

To update your SMTA with upgrades, you will first need to download the firmware upgrade
from the Internet. After you successfully download the file, upgrade your system with the
update by one of two methods—TFTP or HTTP.

To download by TFTP—

1. Select TFTP from the pull-down menu

2. Enter the IP Address of the TFTP server that you downloaded the file to
3. Enter the filename of the firmware upgrade

4. Click on the Start Download button

NOTE: After the file is successfully downloaded, a message prompt will appear on your screen
for you to restart the device.
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@: Heart of Technology Logout

ii;lroadﬂand Status Advanced

Firewall

Setup

DHCP Download

Time This page allows you to upgrade the system firmware.

Management

DOMS

Download Type ITFTF' vl
Server IP Address El El El El

Filename I
Status Mot Started

Start Download |

After upgrade, you must reboot system to reflect new firmware.,

To download by HTTP-
1. Select HTTP from the pull-down menu
2. Click on the Browse button to find the file on your PC
3. Click on the Start Download button

The following illustration shows the download screen for HTTP download—

m Heart of Technology

BroadBand Status Advanced Firewall

DHCP Download

Time This page allows you to upgrade the system firmware.

Management

DOMNS
Download Type HTTP §id

Browse... |
Start Download |

After upgrade, you must reboot system to reflect new firmware,
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38 Management Page

Restoring the SMTA to factory default settings may be necessary on occasion. This can be done from
the Management Page, which can be accessed from the Basic Menu as illustrated below—

Heart of Technology Logout

iBroadBand Status Advanced Firewall

Setup

Shafe Management

o Time This page allows you to configure administration access privileges and provides the ability to restore factory
defaults to the system or to reset the board.

Current User ID |:|
Current User Password I:l
MNew Password |:|
Re-Enter New Password |:|

apply Reset values |

Restore Factory Defaults Apply |

Reboot Board © Reboot Board |

Changing the User Password—

NOTE: The user ID cannot be changed from admin and user. Only the password can be changed.

Enter the current user ID and user password

Enter the new password

Re-enter the new password again to verify that it is correct

Click Apply to change the password to the new one

Click Reset Values if you want to clear above fields and begin again

ahlhwn=

Restore Factory Defaults—

To restore factory defaults settings, click the second Apply button. This will cause the device
to reset back to its original settings.

Reboot Board—

This function is the same as pressing the reset button on the back panel of your SMTA. This will save
all changes before the device is restarted.

39 DDNS Setup

If you are using a DDNS (Dynamic Domain Name System) service to monitor the IP address of your
web or FTP server, then you can enter the information provided by your DDNS service provider here.
The default DDNS service provider is www.DynDNS.org.

DDNS Service: Select the default DDNS service provider: www.DynDNS.org
User Name: Enter the user name that is given by the service provider
Password: Enter the password that is given by the service provider

Host Name: This is registered on the DDNS service provider website
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e |P Address: Enter the WAN IP address (same IP address as indicated on the
Information page
e Status: Indicates the status of the DDNS service

Click on the Apply button when all the applicable information is entered.

@: Heart of Technology
BroadBand Status Advanced Firewall

This page allows you to set up the Dynamic DMNS service.

DONS Service: |Disah|ed 'l
UserMame: [ ]
Password: [ ]

Host Mame: | |
IP Address:  10.7.1.204
Status: DONS service s not enabled,

Apply |

To reflect configurations changed, you must reboot system!

3.10 Backup Settings

This page allows you to either upload or download configuration settings. If you want to use
configurations that you previously saved, you can upload the configuration file. Browse your PC for
the file name and click on the Upload File button. To save a copy of your current system
configurations, click on the Download File button.

&: Heart of Technology Logout
BroadBand Status Advanced Firewsall

Configuration File Download/Upload

This page allows you to back upfrestore the system configurations.

Upload Configuration F\Iel Browse... |
Upload File |

Download Configuration File Download File |
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4. Troubleshooting

Several status pages are available from the web server to aid in troubleshooting problems with the
SMTA. General information about the SMTA is found on the Information Page and troubleshooting is
found on Diagnostic Pages.

41 Information Page

The Information page is the first page displayed in the Status section. The purpose of this page is to
provide you with general system information relating to the version of the hardware and firmware,
WAN information, etc. The information on this page can be refreshed at any time by clicking your web
browser’s Refresh button.

E—l: Heart of Technology Logalt

BroadBand Advanced Firewall

4

Information

Status

Diagnostics Information

This page displays information on the current system.

ion Compliant WolIP Gateway
1100(AVGEE002 REV:2.25)
3.5.1(C0.0.6.0)

Mar 23 2005,15:38:28
Thu Mar 24 01:52:22 2005
00:10:18:DE:ADB3

DHCP Clignt

10.7.1.204

on-ine

Standard Specification Compliant—the name of the device

Hardware Version—the version and model number of the device

Firmware Version—the firmware version being used

Build Time—when the firmware was built

System Current Time—the current time on your system

WAN MAC Address—Media Access Control address of the WAN; a unique

identifier for each device

¢ WAN Connection Type—the connection type (DHCP Client, Static IP, or PPPoE)
being used to connect to the WAN

¢ WAN IP Address—the IP address of the WAN

¢ Voice Service—the status (on-line or off-line) of the SMTA
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42 Diagnostics Page

The Diagnostics page allows you to troubleshoot any problems with your IP connection by using a
ping test.

&: Heart of Technology Logout

i.BJ"(:»a(.if.BaJ'mf Advanced Firewall

Information

o TR T,
Status

Diagnostics
This page provides ping tests to the LAN to help diagnose IP connectivity problems,

Ping Test Parameters

Ping Target El El El El

Ping Size bytes
Mo, of Pings
Ping Interval ms

Start Test ﬁbortTestl Clear Results |

[ Results

YWaiting for input. ..

To view result updates, click the REFRESH button,
REFRESH |

This information may be useful to technical support representatives if you need their assistance in
troubleshooting a problem with the WAN connection. Computers on the external WAN and internal
Private LAN can be pinged.

e Ping Target—Enter the IP address of the network device you wish to check
connectivity to

e Ping Size— the size of each packet for the ping test

¢ No. of Pings—the number of times you wish to ping the device

¢ Ping Interval-the number of times (in milliseconds; 1000 ms=1 sec) in between
each ping

NOTE: To view all the ping results in the window, click on the Refresh button.
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5. Advanced Configuration

There are many advanced router features supported by the SMTA. These features are documented in
this section, and include:

1. Optional WAN blocking, IpSec pass-through, PPTP pass-through, remote administration,
multicast enable modes and UPnP (universal plug and play)

2. LAN IP address, MAC address, and port number filtering

3. WAN to LAN port forwarding and triggers

4. DMZ hosting (or exposed host)

5.1 Optional Modes

The SMTA is capable of operating in several modes that adjust how the device routes IP traffic.
These features are accessible from the Advanced Menu on the Options page.

Heart of Technology

BroadBand Status Firewall

Options

This page allows configuration of advanced features of the broadband gateway.

IP Filteting

MAL Filtering

Port Filtering

Wan Blocking " Enable
Farwarding Ipsec PassThrough ¥ Enable
PPTP PassThrough ¥ Enable

Port Triggers
Remote Config Management ™ Enable

HilEnst Multicast Enable " Enable

UPAP Enable ¥ Enable

Apply |

To enable a feature, click on the appropriate check box. When you are satisfied with your selections,
click on the Apply button. These features can be applied quickly without a system reset.

¢  WAN Blocking prevents the SMTA or the PCs behind it from being visible to the WAN.
For instance, pings to the SMTA’s WAN IP address or the PCs behind it are not returned.
Therefore, it will be more difficult for a hacker to discover your WAN IP address to begin
an attack on your private LAN.
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IpSec / PPTP (Point-to-Point Tunneling Protocol) PassThrough modes enable these
protocols to be used through the SMTA such that a VPN device (or software) may
communicate properly with the WAN.

Remote Configuration Management allows the SMTA to be administered (configured)
from the WAN via surfing to the WAN IP address of the SMTA from anywhere on the
Internet.

Multicast Enable allows multicast-specific traffic (denoted by a multicast-specific address)
to be passed to and from the PCs on the private network behind the SMTA.

UPnP Enable allows PCs behind the SMTA to control the SMTA as a NAT traversal
device.

52 LAN IP Address, MAC Address, and Port Filtering

The SMTA can be configured to prevent local PCs from getting access to the WAN by specifying
those IP addresses that should be filtered. This can be done from the IP Filtering page (shown below)
in the Advanced Menu.

Heart of Technology Logout

BroadBand

Options

Status Firewall

MRl IP Filtering Advanced
This page allows you to configure IP address filkers in order to block internet traffic to specific network devices on
the LAN,

MAL Filtering

Port Filtering

1P Filtering
End Address

Start address Enabled

192.168.15[0 |

192.168.15[0 |

-

192.168.15[0 |

192.168.15[0 |

192.168.15[0 |

192.168.15[0 |

192.168.15[0 |

|192.163.15.E|

192.168.15[0 |

102.168.15[0 |

192.168.15[0 |

192.168.15[0 |

192.168.15[0 |

192.168.15[0 |

192.168.15[0 |

192.168.15[0 |

192.168.15[0 |

192.168.15[0 |

192.168.15[0 |

192.168.15[0 |

o Y8 I o o e Y o

Apply |

By entering starting and ending IP address ranges, you can configure which local PCs are denied
access to the WAN. Note that you only need to enter the LSB (least-significant byte) of the IP
address. The upper bytes of the IP address are set automatically from the SMTA IP address. To
activate the IP address filter, you must also check the “enable” box and click on the Apply button. The
enable box allows you to store filter settings commonly used but not have them active.
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You can also prevent PCs from sending outgoing TCP/UDP traffic to the WAN via their MAC address.
This can be configured using the MAC Filtering page, shown below.

/EI—B Heart of Technology Logout
BroadBand Status Firewsall Voice

Options

Advanced

1P Filtering MAC Filtering

This page allows you to configure MAC address filters in order to block internet traffic to specific network devices
on the LAMN,
Port Filtering
F ding
Poart Trig ] MaC Address Filters
DMZ Host MAC 01 : : : : : MAC 02 : : : : :
mac 0z | [00 {00 |:[oo f[oo J:[oo Mac 04 | [00 k{00 L:[oo | [oo | foo |
MAC 05 : : : : : MAC 06 : : : : :
MAC 07 : : : : : MAC 08 : : : : :
MAC 09 : : : : : MAC 10 : : : : :
MaC 11 : : : : : MaC 12 : : : : :
MaAC 132 : : : : : MAC 14 : : : : :
MaC 15 : : : : : MAC 16 : : : : :
MAC 17 : : : : : MAC 18 : : : : :
mac 19 | [00 {00 |[oo f[oo oo maczo | [00 ko0 oo |:[oo | foo |

PUTER INC, Apply |

This is useful for the fact that the MAC address of a specific NIC card never changes, unlike its IP
address which can be assigned via DHCP server or hard-coded to various addresses over time.

Similarly, you can prevent PCs from sending outgoing TCP/UDP traffic to the WAN on specific IP port
numbers. This can be configured using the Port Filtering page, shown below.

/ELI: Heart of Technology Logout
BroadBand Status Basic Firewall Voice
Advanced

(@ Ravanced .
L Port Filtering &

Optians This page allows you to configure port filkers in order to block specific internet services to all netwoark devices on
the LAN,
IP Filtering

Filtering

Port Filtering
End Port | Protocol |Enabled

Start Paort
L] === [Bans]| ¢
Port Triggers |1_| @ |Elothj =
S ] | el | T
L === [Bans]|
L] === [Bens]| ¢
L] ===l [Bans]| O
mml=EEnElNE
L] === [Bens]| ¢
L] === [Bans]| ¢
L] E==es) [Bane]
sy |

PUTER INC,
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By specifying a starting and ending port range, you may determine what TCP/UDP traffic is allowed
out to the WAN on a per-port basis. Note the specified port ranges are blocked for ALL PCs and this
setting is not IP address or MAC address specific. For instance, if you would like to block all PCs on
the private LAN from accessing HTTP sites (or “web surfing”), you would set the “Start Port” to 80, the
“End Port” to 80, the “Protocol” to TCP, check the “Enabled” box, and click the Apply button.

53 Port Forwarding

Forwarding allows you to run a publicly accessible server on the LAN by specifying the mapping of
TCP/UDP ports to a local PC. The Forwarding page is shown below.

e Heart of Technology Logout

BroadBand Status Firewall Voice

* Options

Forwarding

This page allows for incoming requests on specific port numbers to reach web servers, FTP servers, mail servers,
etc. So they can be accessible from the public internet. A table of cormmonly used port numbers is also provided.

IP Filtering

Port Forwarding

Port Triggers Local IP Address |Start F‘or‘t|End Port | Protocol |Enabled

e 192.168.15[0__ || [0___| ||D_| |Both =|| ™
192.168.15[0 || [0 | |[o_ J|[Beth || T
192.168.15[0 || [0 | [[0___]|[Both =]|
192.168.15[0 || [0 | |[o_ J|[Beth=|| T
192168150 || [0 | ([0 J|[Beth=]| T
1921681500 || [0 | |[o___|[Bath=|| &
192168150 || [0 | |[o_ J|[Bethxl| T
192168150 |0 | |[o_ ]|[Beth=]|
192.168.15[0 |0 | |[0___||[Bath=]|
192.168.15[0 || [0 | |[o_ J|[Beth || T

ool |

To specify a mapping, you must enter the range of port numbers that should be forwarded locally, and
the IP address to which traffic to those ports should be sent. If only a single port specification is
desired, enter the same port number in the “start” and “end” locations for that IP address. A table of
commonly used Port numbers is supplied on the page for convenience.

54 Port Triggering

Port Triggers are similar to Port Forwarding except that they are not static ports held open all the time.
When the SMTA detects outgoing data on a specific IP port number set in the “Trigger Range”, the
resulting ports set in the “Target Range” are opened for incoming (or sometimes referred to as bi-
directional ports) data. If no outgoing traffic is detected on the “Trigger Range” ports for 10 minutes,
the “Target Range” ports will close. This is a safer method for opening specific ports for special
applications (e.g. video conferencing programs, interactive gaming, file transfer in chat programs, etc.)
because they are dynamically triggered and not held open constantly or erroneously left open via the
router administrator and exposed for potential hackers to discover.
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Heart of Technology Logout
BroadBand Status Basic Firewall Voice

Options

Port Triggers Adval

This page allows you to configure dynamic triggers to specific devices on the LAM. This allows special applications
that require specific port numbers with bi-directional traffic to function properly. Applications such as video

IP Filtering conferencing, voice, gaming, and some messaging programs may require these special settings.

i Filtering

Part Filtering

Paort Triggering

Fi ding Trigger Range Target Range
Start Port |End Port |Start Port |[End Part |Protocal |Enable
N O I I | 2702 |
N ) O O T | 27062 |
N | RN N I N 3 |
b 1o J/E 1| J|eetnz=]| &
| N N N O =T |
XN N T I} Y | =TT
N ) O O T | =772 |
N ) N I T | 27062 |
b__Jib_1|b__J|lo__JjBeth=l] &
b 1o J/E 1| 1|eethz]| &

Apply |

55 DMZ Hosting

DMZ (De-militarized Zone) hosting (also commonly referred to as “Exposed Host”) allows you to
specify the “default” recipient of WAN traffic that NAT is unable to translate to a known local PC. This
can also be described as a computer or small sub-network that sits between the trusted internal
private LAN, and the untrusted public Internet. The DMZ Host page is shown below.

Heart of Technology Logout

BroadBand Status Firewall Voice

Options

IF Filtering DMZ Host

It Filtering This page allows you to configure a specific network device to be exposed or to be directly visible to the WaN
{public internet), This may be used when problem applications do not work with port triggers, Entering a 0"
Part Filtering means there are no exposed hosts.,

ding

Part Trig
s DMZ Address 192.168.15[0 ]

Apply |

You may configure one PC to be the DMZ host. This setting is generally used for PCs using “problem”
applications that use random port numbers and do not function correctly with specific port triggers or
port forwarding setups mentioned earlier. If a specific PC is set as a DMZ Host, remember to set this
back to “0” when finished with the needed application, since this PC will be effectively exposed to the
public Internet, though still protected from Denial of Service (DoS) attacks via the firewall.
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6. Firewall Configuration

The SMTA contains an embedded firewall application to protect the Private LAN from malicious
attacks (DoS, etc.) from the WAN interface.

6.1 Web Filter
The Web Filter page has various settings related to blocking or exclusively allowing different types of

data through the SMTA from the WAN to the LAN. The firewall enable checkbox is also present to
allow enabling or disabling the firewall.

Heart of Technology Logout

BroadBand Status Advanced

Web Filter Flrewall

This page allows certain web-oriented cookies, java scripts, and pop-up windows to be blocked by the firewall,
Specific firewall features can also be enabled. It is highly recormmended that the firewall is left enabled at all
times for protection against DoS (Denial of Service) attacks.

Local Log

web Features

Filter Prosxy [ Enable
Filter Coakies [" Enable
Filter Java Applets [" Enable
Filter Activex [T Enable
Filter Popup Windows " Enable

Block Fragmented IP Packets W Enable

Part Scan Detection [” Enable

IP Flood Detection ¥ Enable

Firewall Protection ¥ Enable
Apply |

o Proxies, Cookies, Java Applets, ActiveX controls, and Popup Windows can all be blocked
from this page.

o Block Fragmented IP Packets prevents all fragmented IP packets from passing through
the firewall.

o Port Scan Detection detects and blocks port scan activity originating on both the LAN and
WAN.

¢ |P Flood Detection detects and blocks packet floods originating on both the LAN and
WAN. The Apply button must be clicked in order to activate any of the checkbox items.
All of these settings can be activated quickly without rebooting the SMTA.

« Firewall Protection turns on the Stateful Packet Inspection (SPI) firewall features.
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6.2 Local Event Log

The Local Log page can send firewall attack reports in two different ways. Individual emails can be
sent out automatically each time the firewall is under attack, and also a local log is stored within the
modem and displayed in table form on the Local Log page.

Heart of Technology

BroadBand Status Advanced

Local Log

This page allows you to configure firewall event log reporting via email alerts and displays a local view of the
attacks on the system.

Contact Email Address [ |
SMTP Server Mame | |
Sender Email Address | |
SMTP Server Authentication [~ Enable
E-mail alerts [T Enable

Apply |

IF Fragmentad Packet 30 Mon Mar 21 14:16:25 2005 172.22.252.22:0 192.168.15.88:0

E-mail Log | Clear Log |

To enable the automatic email alerts, enter your email address in the space provided, enter that email
account’s email server address (provided by your ISP), check the “enable” box and click on the Apply
button. Individual emails will now be sent to the specified address each time an attack is detected.
Each attack is also logged in the table on the Event Log page. If desired, a summary of the Event Log
Table can be sent to the specified contact email address by clicking on the Email Log button. Clicking
on the Clear Log button can also clear the table.
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7. Voice Setup

The SMTA contains a SIP user agent application to provide VolP service on the Internet. This section
will cover SIP user account, proxy server, register server and DSP feature settings.

71 Setup

The following is the screen for voice setup.

Heart of Technology Logout

BroadBand Status Basic Advanced Firewall

Voice

Setup

guration . 5
This page allows you to configure parameters to make a call.

» Call Features

SMTS Maode ' peerto-Peer # Proxy Mode
MNurmber of Active Lines IEI
User 11D [o0g
User 1 1D Name [alex

User 1 1D Password

User 21D

User 2 ID Mame

|:«*:«:« |

User 2 1D Password

Proxy Server [P Address [1o.7.1.11 |

Proxy Server Port 5060

Registrar Server IP Address [10.7.1.11 |

Reqistrar Server Port 5060
MNAT WAN 1P Address o o]0 o ]

NAT WAN Port

|

Outhound Proxy Address  [0.0.0.0 |

Outbound Proxy Port Cl
Dial Plan 1
Dial Plan 2
Local SIP Port

Local RTP Start Port 10010
Set Values | Reset |

To reflect changed configurations, you must reboot system!

e SMTA Mode: Peer-to-Peer: Using Peer-to-Peer mode requires no additional setup. Just
click on the radio button.
e Proxy Mode: If you are using proxy mode, then follow the below steps for setup.
1. Number of Active Lines—this is the number of telephone lines or ports being used
2. User 1 ID-this is the phone number

3. User 1 ID Name—the name that appears on caller ID when you call out

4. User 1 Password—the password for the User 1 ID
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10.

11.

12.

13.

14.

User 2 ID / Name / Password—enter info only if you have a second telephone line

Proxy Server IP Address—enter 0.0.0.0 if no proxy server is desired or enter the
IP address that was issued by the VolP service provider when you signed up

Proxy Server Port—this number is optional or if you obtained one from the VolP
service provider, enter it here

Registrar Server IP Address—enter 0.0.0.0 if no Registrar server is desired,
however by registering, you can allow others to see your information

Registrar Server Port—this number is optional
Outbound Proxy Address / Port—this is provided by your service provider
Dial Plan 1 / 2—option of two plans for how numbers are dialed

Local SIP Port—5060 is the typical SIP port number, but it depends on your
service provider

Local RTP Start Port—this is a starting parameter, usually a number in the 10000s

Click on the Set Values button when setup is complete

| NOTE: You must reboot the system in order for these settings to take effect.
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7.2 Voice Configuration

This page allows you to configure how to send and receive voice activity.

Heart of Technology Logout

BroadBand Status Basic Advanced Firewall
Configuration
This page allows you to configure parameters for a call.
YoiceSettings Line 1 Line 2

Prefer Woice Encoder |G?11 u-La j IG 711 u-Lawe j

Packetization Period (mSec) |2D 'l IQD 'l

Woice Activity Detection & vas © No & ves C Mo
Fax/Modem IVnice Band Dataj IVDice Band Dataj
Line Transmit Gain{de) Iﬁ m

Line Receive Gain(dpR) ﬂ IE

SIP Timers

Session Expiration Timer
Minimum Session Expiration Timer
Registration Refresh Timer
Enable Echo Canceller

IDT(Inter Digit Timer):

Max Jitter

Min Jitter

Enable RTP DTMF Relay

RTP Payload Type

Call Filtering Feature
Do Mot Disturb

Call Blocking
Answer Only Mode
Diffsery/TOS value
Upstream Bandwidth

0 ]secs. (0~ 864000
[0 ]secs. (0~ g6400)
[0 ]secs. (D~ 86400)
& ves O No

ms (5000 ~ 60000)
L Ims@~a300)
L Ims(o~300)

& ves O No

(96 ~ 127)

© ves & Ng

" ves & Ng

© Yes @ No

(0~ 63)

Kbps (64 ~ 4036)

Set Values | Reset Values |
To reflect configurations changed, you must reboot system!

PUTER IMC.

° Prefer Voice Encoder—select the voice encoder that you prefer. This does not guarantee
that this encoder will be used, but will be taken into consideration when deciding which
voice encoder to use. Each voice encoder varies by the amount of compression on the
voice.

° Packetization Period—(in microseconds) this is how often a packet should be sent. This
can increase or decrease the time duration between each packet sent.

e  Voice Activity Detection—enabling will control voice information to be sent based on voice
activity, which can reduce voice traffic

° Fax/Modem—selecting Mone means that the codec will not be automatically adjusted, which
may cause faxes to not be sent. Voice Band Data means that the codec will adjust for a
successful fax transmission. Selecting 7.38 means that faxes being sent will not be
affected by the codec selected. 7.38is a special codec to send faxes. Voice Band Data is
commonly used when faxes need to be sent.
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Line Transmit Gain (db)—the number of decibels that the volume of the voice being sent
should be increased or decreased

Line Receive Gain (db)—the number of decibels that the volume of the received voice
should be increased or decreased

SIP Timers—SIP register expiration timer and re-register timer setting
Session Expiration Timer (in microseconds)—when a call session will end
Minimum Session Expiration Timer—the shortest length of time that a call session will end

Registration Refresh Timer (in microseconds)—the amount of time before registration is
required again

Enable Echo Canceller—enabling this feature will cancel out any echo in the call

IDT (Inter Digit Timer)—length of wait time in between each number dialed before the
numbers dialed are void and a busy tone is heard

Max / Min Jitter—maximum/minimum time a packet is kept in buffer before it is converted
from data back to voice. If this field is left at ‘0’, then the system will use the defaults.

Enable RTP DTMF Relay— Enabling DTMF relay and specify payload type can translate
DTMF tone to a special RTP (real-time transport protocol) packet

RTP Payload Type—works with RTP DTMF Relay

Do Not Disturb—this call-filtering feature prevents incoming calls from coming through.
Callers will hear a busy signal when you have the Do Not Disturb featured enabled.

Call Blocking—this call-filtering feature allows you to restrict incoming calls from numbers
on block list.

Answer Only Mode— this mode is useful when you are unable to answer your phone for a
long time and do not want to have voice messages accumulate. By turning on the Answer
Only Mode, callers will hear a pre-recorded message and the call will be disconnected.
The caller will not be able to leave a message.

Diffserv/ToS Value—the value assigned to voice data in relation to the transmission
requirement of voice so that the routing network has the capabilities to treat the
transmission voice data differently from other data being sent on the network. The higher
the value the greater the importance that voice data will have when being transmitted
across the network.

Upstream Bandwidth—the bandwidth in kbps (kilo-bits/sec) of upstream activity such as
making outgoing calls or sending data. Enter a maximum bandwidth. If no call is being
made, then the upstream bandwidth will be given entirely to Internet use.
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73

Call Features

This page allows you see the feature codes for different call features such as call waiting, call
forwarding, etc.

BroadBand

Heart of Technology

Setup

Status

Advanced

Call Features

This page displays feature codes for the SMTA including call waiting, call forwarding, return call, and redial call.

Firewall

Logout

Disahle Callwaiting feature:
Enable Callwaiting feature:

Set CallForward dialstring:

Disable all call forwarding:

Enable Forward calls on NoAnswer:
Enable Forward calls if Busy:
Enable Forward all calls:

Disable "forward all calls™:

Return call:

Redial call:

x| [+
o
[=1

61
+[Dh0ne MNumber]
*70
*71
*72
7

*
w

*75

*
i}
fral

Call Feature

Function

Dial String

Call Waiting

Notifies you with beeps when you
have another call on the line so you
can take the call while placing the first
caller on hold

e To Disable, dial *60
e To Enable, dial *61

Set Call Forwarding
dialstring

Enables you to set the dialstring of the
designated phone number for which
calls will be forwarded to

e To set the dialstring ONLY,
dial *74 and the phone number
for which calls should be
forwarded to

e To Disable ALL
CallForwarding, dial *70

Call Forward on No
Answer

Enables you to forward incoming calls
to another number when you do not
answer

e To Enable, dial *71

Call Forward if
Busy

Enables you to forward incoming calls
to the designated number when you
are on the line

e To Enable, dial *72

Forward all Calls

Enables you to forward ALL incoming
calls (whether it is no answer or busy)
to the designated phone number

e To Enable, dial *73
e To Disable, dial *75

Return Call Enables you to hear the number of e To hear the number, dial *69
the last incoming call
Redial Call Enables you to redial the last number ¢ To redial the last number

that you dialed

dialed, press *68
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